S Safeguard Send
Sperry

33 Software )
cpseliion.  Fast. Easy, Productive. User’s Manual
L= [oTo T3 =T ST PPRRUUPRTPTI 2
(00T oY {T= U TaT aT=a8 d o T Vo Lo KT o U UPURUUPUURRE 2
Confidentiality Safeguards Tab ... e e e e e e e e e e e e e e e e e e e e eaaan 2
Other SAfEUANAS Tab ... e e e e e s e e e e s ssbbeeeeeeessaabtaeeeeesennbtaeeeeeeannnes 3
I ge 0] o] 1=T g oo 14 [ oY 30U PPPPR 4

Safeguard Send Copyright © 2017 Sperry Software Inc. Page |1



Welcome

Thank you for choosing the Safeguard Send Add-in, created by Sperry Software. This add-in has several
safeguards that it checks before it allows the email to be sent.

Configuring the Add-in

Once the installation is complete, you are ready to use the Safeguard Send Add-in. When you open
Outlook you will notice a new tab “Sperry Software” added to the Ribbon.

Home Send / Receive Folder View Sperry Software I

o

Sperry
Software

Sperry Software Add-Ins
Figure 1 (Sperry Software tab on Outlook Ribbon)

Clicking the Sperry Software button displays the Sperry Software Add-ins configuration screen. Itis on
this screen that settings are made to control the add-in’s functionality.
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Safeguards tab
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Figure 2 (Safeguards tab on the Safeguard Send Configuration window)

Conditions tab in the Add/Edit Rule dialog box
Use the right pane to define rules and conditions for this Add-in. Click the “Add” button to open the
Add/Edit Rule dialog box.

The Add/Edit Rule dialog box makes it possible to define Conditions and Actions you want the Add-in to
use when processing.

The Conditions tab lets you select which condition(s) will cause the Add-in to perform. You can use
domains, email address, multiple domains, multiple recipients, or distribution lists. You can also specify
domains that must match, contents of the From address, contents of the Subject, contents of the
message body, contents of the body of an attachment, contents of the name of an attachment, a
message that contains a definable number of attachments, or any sent email.

Safeguard Send Copyright © 2017 Sperry Software Inc. Page |3



& Add/Edit Rule

Safeguand Send Rule

Choose the condilions thal will cause the add-n lo perlorm aclions on the emel:

[] Act if sending 1o any racipients having theas email addreasea/domains:

|:| Act if sending io any recipients not heving these email addressesidomains:

[ Act if sending o more than one exteenal domain. My domains:

[ &t if sending 1o |0 OF PG reCiDients

U Separate dusinbubon hsis smbo indnodusl rec merts when checking the number of racipents

[[] Actif sending 1o any of these distribution lists:

[] Act if the From address domain does not match the To address domains; My domains to maich

[] At if the From address contains:
[] A<t if the: Subject contains:

[] At if the Body contains:

[ et if the Atachment bodies contain
|:| Act if the Aftachment names contain
[ ] Actifthere’s  Greater Than Cr Egual Ta

[] Act on any send

1] altachmenis

Note: Apples Lo e only. images ame not searched

Moba: All conditions are ANDed logethar - bo foem an OR condition, create a separste e

QK Capesl

Figure 3 (Conditions tab in the Add/Edit Rule dialog box)

See the table below for a brief description of each Condition.

Condition

Description

Act if having any recipients having these email
addresses/domains:

The rule will be enacted if recipients have
specified email addresses/domains.

Act if sending to any recipients not having these
email addresses/domains.

The rule will be enacted if recipients do not have

specified email addresses/domains. This is useful
if you want an alert when the email is destined to
go outside the company domain(s).

My domains:

Act if sending to more than one external domain.

The rule will be enacted if the email is being sent
to more than one specified external domain. This
is useful to catch those emails that have the
incorrect recipient (a mistake that usually occurs
when using the arrows/tab key to cycle through
recipients and the wrong one is accidently
selected).

Act if sendingto __ or more recipients.

The rule will be enacted if the email is being sent
to a specified number of recipients. Additional
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option to count distribution lists members as
individual recipients. This is useful to warn users
against sending to too many people all at once.

Act if sending to any of these distribution lists:

The rule will be enacted if the email is going to
any of the specified distribution lists. This can be
useful to warn users against using say, the GAL or
other large corporate lists.

Act if the From address domain does not match
the To address domains. My domains to match:

The rule will be enacted if the From and To
address domains do not match those specified.
This is useful to ensure the correct From address
is specified (when there are one or more Outlook
profiles present, this is a lifesaver).

Act if the From address contains:

The rule will be enacted if the From address
contains the content specified. This is good for
catching the wrong signature (when combined
with the “If Body Contains” condition, below).

Act if the Subject contains:

The rule will be enacted if the Subject contains
the content specified. This is useful for catching
sensitive or classified keywords, including
account numbers, project names, or items
marked secret or noforn.

Act if the Body contains:

The rule will be enacted if the Body contains the
content specified. This is useful for catching
sensitive or classified information, including
account numbers, project names, or items
marked secret or noforn.

Act if the Attachment bodies contain:

The rule will be enacted if the Attachment bodies
contains the content specified. It examines Office
type files like Word documents, Excel
Spreadsheets, etc. Similar to the “If the Subject
Contains” and “If the Body Contains” conditions,
this can be useful for catching information before
it leaves your organization.

Act if the Attachment names contain:

The rule will be enacted if the Attachment names
contain the content specified. This is useful for
catching sensitive or classified keywords or
phrases, including account numbers, project
names, or items marked secret or noforn.

Act if there’s (certain number of) attachments

The rule will be enacted if a specified number of
attachments are present. It allows the warning
to take place if there are less than, exactly, or
greater than N attachments and cab be useful for
alerting users that they are about to send
information contained in an attachment; or
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ensuring that they are sending the correct
attachment.

Act on any send The rule will be enacted on any sent emails.

When you are finished making changes to the Conditions, click “OK”.

Pattern Matching In Conditions

Normally when trying to match for example, the Subject to a keyword you can just specify that keyword
and you’re done. But what if you wanted to match on either of two words? In these cases, a semicolon
can be used to separate your keywords. All condition fields accept the semicolon to separate keywords.

“uxn

You can also use wildcards (“*”) to match partial words. This is particularly useful for example, when
trying to match domains (so that all emails to or from a particular company match). And again,
semicolons can also be used, for example: *sperrysoftware.com; *sperrysoftware.net will match any
Sperry Software domains.

Finally, regular expressions can also be used. Regular expressions are a pattern matching language that
can be used to match any kind of pattern in an email, for instance a match can occur if there are Social
Security Numbers, credit card numbers, account numbers, telephone numbers, street addresses, email
addresses, and many others. In the Safeguard Send add-in, regular expressions are accepted only in
certain conditions. Those conditions are:

e Having a certain email address/domain name

e Not having a certain email address/domain name
e Subject
e Body

e Attachment Name
e Attachment (body)

While it is beyond the scope of this help file to provide support for regular expressions, an article
describing how to setup the add-in to search for Social Security Numbers in the email and another on
how to setup the Safeguard Send add-in to search for credit card numbers are available.

Actions tab in the Add/Edit Rule dialog box
Use the right pane to define rules and conditions for this Add-in. Click the “Add” button to open the
Add/Edit Rule dialog box.

Use the Actions tab to determine which actions will be performed if the conditions are met. There are a
variety of warning prompts from which you can select. Use the Standard, Simple, Grid, or HTML tabs to
select the type of warning prompt you want. You can change the type of warning prompt by clicking the
tab you want or you can click the prompt type from the Display list arrow at the top of the window.

The following Warning Prompt customizations are available in each of the four prompts:

e Use these buttons: Use the list arrow to select the prompt that will display when the action is
taken
e Make button: Use the list arrow to select which of the buttons will be selected by default
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e Message to display: Customize the message displayed when the action is taken

F* pdd/Edit Rule
Safeguard Send Rule

Conditions

Choose the actions that the add-in will perform if all the conditions are met -

Display & Standard Waming prompt

Waming Prompt Customizations

Standard Simple  Grid HTML

Use these buttons:  Yes/Nao Yes/ Ok sends, Mo/Cancel prevents sending the email

Make button 2 the default button

Message to display: | Are you sure you want to send this email?

Message To Display can include % Keywords®., %KeywordsOnePerline®., %.EmailAddresses ™., *.EmailAddressesOneFPerline’,
“hAttachmentMames %, “AttachmentMamesOnePerline™:, etc. These vanables will be substituted with real data when the prompt is displayed.

See the Help file for a list of all the dynamic substitution keywaords.

[ BCC these recipients:

[] Prepend this text to the Subject:

[[] Add this text to the | Top of the email:

[] Do not allow the message to be sent

QK Cancel

Figure 4 (Actions tab in the Add/Edit Rule dialog box)

See the table below for a brief description of each Action.

Action

Description

Display a Standard warning prompt

Displays a warning prompt defined by the user.
Variables are substituted with real data when the
prompt is displayed.

Display a Simple warning prompt

Displays a warning prompt defined by the user.
Variables are substituted with real data when the
prompt is displayed.

Display a Grid prompt

Displays a warning prompt is defined by the user.
Variable values are displayed in a grid.

Display an HTML prompt

Displays a warning prompt is defined by the user.
Variable values are displayed in HTML format and
can be edited.

BCC/Copy these recipients:

BCC or CC specified recipients. These can be
selected from Outlook Contacts
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Prepend/Append/replace the text to the Subject: | Add specific text to the beginning, end, or as a
replacement to the existing Subject text.

Add this text to the Top/Bottom of the email: Add specific text to the top or bottom of the
email.

Do not allow the message to be sent This option prevents the message from being
sent.

If you are finished making changes to the Settings, click “OK”.

& Sperry Software Add-In Configuration — O X

Instaled Add-ins Add-in Configuration
OnOf leon | Name | | Ssleguards | QOther Setings
£ Safeguard Send | Safeguand Send Rules
1 I sending to recipients having Display a standard Windows prompt and BCC thes:
2 i sending any email Display & standard \Windows prompt
3 |f there is/are 5 or more attact Display a standard Windows prompt and CC these

About . ‘ Options... Help.. oK Cancel fpoly

Figure 5 (Safeguard tab containing three rules)

Click the “Add” button to add a rule using the Add button on the Safeguards tab in the Configuration
window. Edit or delete an existing rule using the Edit or Delete buttons at the bottom of the Safeguards
tab in the Configuration window.

If you are finished making changes to the Settings, click “Apply”, then click “OK”. If you have more
changes to make, click the tab for the Settings you want to change.
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Other Settings tab
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Figure 6 (Othér Settings tab in Safeguard Send Configuration window)

The Other Settings tab is used to toggle on/off the display of a separate prompt for each condition. You
can also change formats for the date and time.

If you are finished making changes to the Settings, click “Apply”, then click “OK”. If you have more
changes to make, click the tab for the Settings you want to change.
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Troubleshooting

Q. The “Sperry Software Add-ins” button is not visible.

A. There could be several reasons for this. See this article to figure out how to resolve this problem:
https://sperrysoftware.freshdesk.com/solution/articles/5000626926-i-installed-the-add-in-but-i-can-t-
see-it-in-outlook-

Q. The “Sperry Software Add-ins” button does not pull up the Configuration window.
A. Run the add-in Reset tool.

The add-in reset tool can be downloaded from
http://www.sperrysoftware.com/outlook/tools.asp

Q. How can we contact you for more help?
A. For help on more in-depth issues, check out our Knowledge Base especially the FAQ about how to

enter a bug report.
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